
Counterfeit

(fake) Mobile 

Phones

 Frequently
 Asked Questio

ns

  1.   What is a counterfeit or (fake) phone??
A mobile phone whose International Mobile Equipment Identity (IMEI) number is not legitimate 
according to the Global System for  Mobile Association (GSMA) database of legitimate IMEIs and a 
mobile phone associated with an IMEI that is genuine but which the GSMA has not assigned to that 
particular mobile phone (Also known as IMEI cloning) 

  2. What does the law say about counterfeit (fake) phones??
The law in Uganda provides, under Chapter 37 (XXXVII) of the Penal Code Act (1950), that anyone 
dealing in counterfeit products, unless they can prove that they took reasonable precautions to ensure 
that they were not dealing in counterfeits, commits a misdemeanor and may be liable to up to 2(two) 
years in jail.
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However the “Anti Counterfeit Bill 2010,” currently before parliament for debate calls for a jail term 
of not less than 7(seven) years and not exceeding 15 (fifteen)years and/or a fine not less than 10(ten) 
times the value of the market price of the genuine goods for traders found dealing in counterfeits. 

  3. Why is UCC concerned about counterfeit (fake) phones???
There are many reasons why UCC is going to switch off counterfeit phones. 

•	 UCC	is	mandated	to	protect	consumers	of	telecommunication	services	in	Uganda
•	 Counterfeit	Mobile	phones	cause	health	risks	to	users	as	they	emit	higher	levels	of	radiation	

than is recommended.
•	 Counterfeit	phones	are	usually	of	poor	quality	and	have	a	very	short	life	span.
•	 Phones	with	cloned	(duplicated)	IMEI,	make	it	difficult	for	law	enforcement	agencies	to	track	

down criminals using mobile phones to commit crimes.
•	 Counterfeit	phones	negatively	affect	the	quality	of	service	provided	by	mobile	service	providers’	

e.g. high incidence of dropped calls largely due to their inability to connect seamlessly to the 
mobile networks.

  4.      How can I tell that a phone is counterfeit (fake)????
There are many ways to tell that a mobile phone is counterfeit. 

a) You can check whether a mobile phone is counterfeit by cross checking the IMEI (International 
Mobile Equipment Identity) of the phone. The IMEI is also known as the Unique Identifier 
Number of the mobile phone.

b) Another way to tell that a mobile phone may be counterfeit is by reading and knowing the 
characteristics and features of the legitimate phone, for instance;

· The price of a counterfeit is usually less than that of the genuine phone. Note that, not all 
cheap phones are fake.

· Counterfeits pass off non-existing model numbers as authentic ones. Check if the phone 
model	is	sold	by	the	official	manufacturer.	If	it	does	not	exist	on	the	manufacturer’s	catalogue	
or website, it is a sure sign that the phone is not genuine.

· If the mobile phone packaging does not match the brand name and model of the device inside 
the pack, this is a clear indication that it may not be genuine. In some instances counterfeit 
phones only have a model number but no brand name

c) If a mobile phone is being sold without a warranty, it is most likely a counterfeit phone. This is 
because all legitimate manufacturers of mobile phones offer a warranty of at least one year. 
The warranty protects the consumer in case the phone malfunctions. In case of a malfunction, 
a phone with a warranty can be taken back to where it was purchased for either repairing or 
replacement.



  5.   What is an IMEI and how can I check for the IMEI of a phone?? ?
An IMEI (International Mobile Equipment Identity) number is a 15 digit code that is assigned to each 
mobile phone that is manufactured in accordance with internationally agreed safety and quality 
requirements. It is sometimes commonly referred to as the serial number of the phone.

You	can	check	 the	phone’s	 IMEI	by	simply	dialing	*#06#.	 In	most	phones,	 the	 IMEI	 is	also	usually	
printed inside the phone below the battery. As a rule, the IMEI of genuine phones does not contain 
repetitive numbers, alphanumerical, decimals, fractions or letters.

  6.  How can I conf irm that my phone’
,
s IMEI belongs to a    

        genuine phone??
UCC has set up mechanisms in which mobile subscribers can use to verify the status of their phones. 

 Frequently Asked Questions

These include;
	 i.	 Sending	an	SMS	containing	your	phone’s	IMEI	number	to	8883. You will receive a response 

that will answer your query and also provide more information on the type of phone to which 
the IMEI belongs.

IMEI No.
0123456
7898763 8883

SendExit

PHONE TYPE: 
XXXX

SERIAL NO. 
000-000

DATE OF MAN:
2013

1.	Dial	*#06# 
and the IMEI 
(15 digit 
number) will 
automatically 
be displayed 
on the phone

2. Send an SMS 
containing 
your	phone’s	
IMEI to 8883

3. You will receive a 
response that will 
answer your querry 
and also provide 
more information 
on the type of 
phone to which the 
IMEI belongs



 ii. Visit the UCC website at www.ucc.co.ug were you will find a link indicating “Verify IMEI 
code”. Type the IMEI code of the phone and your query will be answered, showing you more 
information on the type of phone to which the code belongs.

  7.   Do counterfeit (fake) phones have IMEI numbers??
Counterfeit phones usually have IMEIs, because the manufacturers of these phones try to make 
them look as genuine as possible. Sometimes the manufacturers copy a genuine IMEI and assign it 
to their counterfeit phones. It is, therefore important to consider the IMEI, as well as, the physical 
characteristics of the phone when checking for legitimacy

  8. Why do dual SIM phones have 2 (two) IMEI numbers?  Which   
     one of them is the correct one??
Both numbers are correct. You can use either of the numbers to check for legitimacy of the IMEI. The 
response will also tell you that the phone is “dual SIM”.

  9. Are all Chinese phones counterfeit?
 NO, not all Chinese mobile phones are counterfeit. There are many legitimate mobile phone 

manufacturers in China.

  10. Will UCC compensate me if my phone is counterfeit (fake) § 
 and it is switched off??
UCC will give you adequate time to plan to replace your counterfeit phone with a genuine one. UCC 
will, therefore, not compensate you. 

  11.  What if my phone is counterfeit and I need to dispose of it,   
 where can I take it??
UCC has provided mechanisms to ensure that counterfeit phones are disposed of in an 
environmentally responsible manner; please call the UCC toll free line on 0800133911 for 
information on your nearest collection point.  
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 Frequently Asked Questions

For more information, please contact:
Consumer	Affairs	Desk		•		Uganda	Communication	Commission
UCC	House		•		Plot	42-44,	Spring	Road,	Bugolobi		•		P.	O	.Box,	7376	–	Kampala	Uganda		•		Toll	Free	line:	0800133911  •  
Tel:	+256-41-4339000,	256-31-2339000		•		Fax:	256414348832		•		Email:	ucc@ucc.co.ug		•		Website:	www.ucc.co.ug

UCCUg			•			 UgandaCommunicationsCommission		•		 Uganda Communications Commission


